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Software Exploits Find Weaknesses

● Break in
● Find vulnerability



Supply Chain Attacks Make Weaknesses

● Attack how it’s made
● Introduce weakness during build



Attackers Are Targeting Development Pipelines



Attackers Insert Malicious Pipeline Code
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The Pipeline Violates Expected Behavior
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Goal: Bring Defenses into the Pipeline
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Block Malicious Access While Pipeline Runs



Must-Haves

Separate Pipeline Code and Program Code

Rings of Privilege

Write or Execute
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Nice-to-Haves

Automated Code Separation

Fine-Grained Sandboxing

Reverse Engineering Pipeline Generation
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Home Run!

Automated Sandboxing

Adversarial Testing
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