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Vision

2

Expand the scope of software analysis beyond the programming language to 
the entire software ecosystem to further strengthen and secure software.



Memory Safety Dominates Exploits
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Source: 2023 CWE Top 10 KEV Weaknesses List Insights

https://cwe.mitre.org/top25/archive/2023/2023_kev_insights.html#


C/C++ Is the Origin 
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Memory Safe Programming is Solved
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Just a Matter of Time
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Rust for Linux Swift for Apple



What’s Left After Memory-Based Exploits?
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DevOps Phases

Memory bugs 
happen here



Other Phases of Development and Operations
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DevOps Phases



High Profile Attacks 

• Hacked build system


• Malware in signed code


• “More than 200 victims”
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https://www.theguardian.com/technology/2021/dec/10/software-flaw-most-critical-vulnerability-log-4-shell

https://www.bloomberg.com/news/articles/2020-12-19/at-least-200-victims-identified-in-suspected-russian-hacking

• Feature, not bug


• Disable with configuration setting


• “Most critical vulnerability”
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Why Bother Breaking In?
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Vision
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Expand the scope of software analysis beyond the programming language to 
the entire software ecosystem to further strengthen and secure software.



Starting Small: Analyzing the Build System
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DevOps Phases



The Linux Kernel Build System
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70% of mobile devices

70% of IoT developers

40% of servers

Example: Linux Kernel
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Linux Kernel



Can Have Trillions of Program in One Codebase

• Allows system builders to reuse existing software
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Linux build system generates 
many variations

Configuration options 
enable/disable features

Build customized software 
without reprogramming



Configurability Complicates Maintenance

• Even if one variant program is 
correct, another might be broken


• Have to test all variations that 
might be used


• Automated testing typically works 
on one variant at a time
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Linux source code
Testing infrastructureBug here



The Linux Kernel has a Very Active Codebase
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~30k mailing list messages per month


~6k commits per month, 100s per day


e.g., ~13k commits between v5.12 and v5.13 

index : kernel/git/next/linux-next.git master  switch

The linux-next integration testing tree Linux Next Group

about summary refs log tree commit diff stats log msg   search

Age Commit message (Expand) Author Files Lines
8 hours Add linux-next specific files for 20240213 HEAD next-20240213 master Stephen Rothwell 4 -0/+9642
8 hours fixup for "drm/amd: Stop evicting resources on APUs in suspend" Stephen Rothwell 1 -1/+1
9 hours Merge branch 'for-next/kspp' of git://git.kernel.org/pub/scm/linux/kernel/git... Stephen Rothwell 45 -185/+336
9 hours Merge branch 'bitmap-for-next' of https://github.com/norov/linux.git Stephen Rothwell 49 -417/+634
9 hours Merge branch 'for-next/execve' of git://git.kernel.org/pub/scm/linux/kernel/g... Stephen Rothwell 1 -1/+1
9 hours Merge branch 'rust-next' of https://github.com/Rust-for-Linux/linux.git Stephen Rothwell 14 -49/+177
9 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/mic/linu... Stephen Rothwell 16 -91/+1183
9 hours Merge branch 'slab/for-next' of git://git.kernel.org/pub/scm/linux/kernel/git... Stephen Rothwell 7 -126/+115
9 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/kris... Stephen Rothwell 3 -20/+42
9 hours Merge branch 'zstd-next' of https://github.com/terrelln/linux.git Stephen Rothwell 58 -2594/+4789
9 hours Merge branch 'mhi-next' of git://git.kernel.org/pub/scm/linux/kernel/git/mani... Stephen Rothwell 9 -88/+423
9 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/srin... Stephen Rothwell 6 -69/+83
9 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/srin... Stephen Rothwell 1 -4/+4
9 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/joel/fsi... Stephen Rothwell 2 -2/+18
9 hours Merge branch 'for-next/seccomp' of git://git.kernel.org/pub/scm/linux/kernel/... Stephen Rothwell 3 -14/+73
9 hours Merge branch 'ntb-next' of https://github.com/jonmason/ntb.git Stephen Rothwell 2 -2/+2
9 hours Merge branch 'libnvdimm-for-next' of git://git.kernel.org/pub/scm/linux/kerne... Stephen Rothwell 3 -3/+3
9 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/live... Stephen Rothwell 0 -0/+0
9 hours Merge branch 'kunit' of git://git.kernel.org/pub/scm/linux/kernel/git/shuah/l... Stephen Rothwell 2 -3/+4
9 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/shuah/li... Stephen Rothwell 32 -121/+340
9 hours Merge branch 'pwm/for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/... Stephen Rothwell 12 -384/+373
9 hours Merge branch 'renesas-pinctrl' of git://git.kernel.org/pub/scm/linux/kernel/g... Stephen Rothwell 4 -53/+276
9 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/linu... Stephen Rothwell 24 -94/+130
9 hours Merge branch 'gpio/for-next' of git://git.kernel.org/pub/scm/linux/kernel/git... Stephen Rothwell 46 -626/+2510
9 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/remo... Stephen Rothwell 12 -193/+271
9 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/mkp/... Stephen Rothwell 24 -883/+727
9 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/jejb... Stephen Rothwell 43 -471/+1385
9 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/tj/c... Stephen Rothwell 1 -8/+12
9 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/vkoul/dm... Stephen Rothwell 15 -242/+615
10 hours Merge branch 'counter-next' of git://git.kernel.org/pub/scm/linux/kernel/git/... Stephen Rothwell 2 -2/+1
10 hours Merge branch 'staging-next' of git://git.kernel.org/pub/scm/linux/kernel/git/... Stephen Rothwell 38 -4359/+168
10 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/krzk... Stephen Rothwell 3 -2/+61
10 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/vkoul/so... Stephen Rothwell 2 -4/+2
10 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/phy/linu... Stephen Rothwell 40 -1257/+3441
10 hours Merge branch 'togreg' of git://git.kernel.org/pub/scm/linux/kernel/git/jic23/... Stephen Rothwell 67 -455/+2724
10 hours Merge branch 'icc-next' of git://git.kernel.org/pub/scm/linux/kernel/git/djak... Stephen Rothwell 12 -1116/+1599
10 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/fpga... Stephen Rothwell 4 -54/+104
10 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/coresigh... Stephen Rothwell 30 -803/+1377
10 hours Merge branch 'habanalabs-next' of git://git.kernel.org/pub/scm/linux/kernel/g... Stephen Rothwell 13 -396/+899
10 hours Merge branch 'char-misc-next' of git://git.kernel.org/pub/scm/linux/kernel/gi... Stephen Rothwell 6 -10/+35
10 hours Merge branch 'tty-next' of git://git.kernel.org/pub/scm/linux/kernel/git/greg... Stephen Rothwell 67 -1615/+2168
10 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/westeri/... Stephen Rothwell 12 -50/+278
10 hours Merge branch 'usb-next' of git://git.kernel.org/pub/scm/linux/kernel/git/greg... Stephen Rothwell 77 -1038/+5655
10 hours Merge branch 'driver-core-next' of git://git.kernel.org/pub/scm/linux/kernel/... Stephen Rothwell 7 -22/+37
10 hours Merge branch 'for-leds-next' of git://git.kernel.org/pub/scm/linux/kernel/git... Stephen Rothwell 22 -181/+613
10 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/sre/... Stephen Rothwell 1 -1/+1
10 hours Merge branch 'for-firmware-next' of git://git.kernel.org/pub/scm/linux/kernel... Stephen Rothwell 1 -1/+1
10 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/pdx8... Stephen Rothwell 19 -244/+669
10 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/tj/w... Stephen Rothwell 9 -302/+1284
10 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/denn... Stephen Rothwell 0 -0/+0
10 hours Merge branch 'next' of https://github.com/kvm-x86/linux.git Stephen Rothwell 85 -745/+1631
10 hours Merge branch 'riscv_kvm_next' of https://github.com/kvm-riscv/linux.git Stephen Rothwell 2 -11/+15
10 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/kvmarm/k... Stephen Rothwell 28 -84/+247
10 hours scsi: core: Make scsi_bus_type const Ricardo B. Marliere 2 -2/+2
10 hours Merge branch kvm-arm64/misc into kvmarm/next Oliver Upton 1 -1/+1
10 hours Merge branch 'rcu/next' of git://git.kernel.org/pub/scm/linux/kernel/git/paul... Stephen Rothwell 32 -564/+841
10 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/trac... Stephen Rothwell 0 -0/+0
10 hours Merge branch 'edac-for-next' of git://git.kernel.org/pub/scm/linux/kernel/git... Stephen Rothwell 27 -295/+3949
10 hours Merge branch 'timers/drivers/next' of git://git.linaro.org/people/daniel.lezc... Stephen Rothwell 5 -7/+22
10 hours Merge branch 'master' of git://git.kernel.org/pub/scm/linux/kernel/git/tip/ti... Stephen Rothwell 204 -1114/+4829
10 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/broo... Stephen Rothwell 65 -586/+1037
10 hours KVM: selftests: Print timer ctl register in ISTATUS assertion Oliver Upton 1 -1/+1
10 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/krzk... Stephen Rothwell 4 -9/+9
10 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/robh... Stephen Rothwell 21 -652/+661
10 hours scsi: core: Really include kunit tests with SCSI_LIB_KUNIT_TEST Lukas Bulwahn 1 -1/+1
10 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/pcmoore/... Stephen Rothwell 2 -4/+2
10 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/joro/iom... Stephen Rothwell 9 -483/+457
10 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/jarkko/l... Stephen Rothwell 1 -3/+3
10 hours Merge branch 'next' of git://github.com/cschaufler/smack-next Stephen Rothwell 2 -41/+86
10 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/pcmoore/... Stephen Rothwell 1 -13/+15
11 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/broo... Stephen Rothwell 6 -201/+276
11 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/sre/... Stephen Rothwell 22 -393/+301
11 hours Merge branch 'for-backlight-next' of git://git.kernel.org/pub/scm/linux/kerne... Stephen Rothwell 15 -131/+374
11 hours Merge branch 'for-mfd-next' of git://git.kernel.org/pub/scm/linux/kernel/git/... Stephen Rothwell 54 -223/+533
11 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/ulfh/mmc... Stephen Rothwell 7 -15/+18
11 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/liba... Stephen Rothwell 6 -98/+79
11 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/devi... Stephen Rothwell 142 -93/+54552
11 hours Merge branch 'for-next' of git://git.kernel.dk/linux-block.git Stephen Rothwell 68 -835/+1389
11 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/dtor/inp... Stephen Rothwell 21 -517/+1246
11 hours Merge branch 'modules-next' of git://git.kernel.org/pub/scm/linux/kernel/git/... Stephen Rothwell 7 -46/+30
11 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/broo... Stephen Rothwell 128 -1169/+9386
11 hours Merge branch 'for-next' of https://git.kernel.org/pub/scm/linux/kernel/git/ie... Stephen Rothwell 1 -13/+5
11 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/tiwa... Stephen Rothwell 57 -519/+1501
11 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/broo... Stephen Rothwell 5 -6/+16
11 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/dell... Stephen Rothwell 1 -1/+1
11 hours Merge branch 'etnaviv/next' of https://git.pengutronix.de/git/lst/linux Stephen Rothwell 9 -43/+153
11 hours Merge branch 'msm-next-lumag' of https://gitlab.freedesktop.org/lumag/msm.git Stephen Rothwell 41 -1493/+967
11 hours Merge branch 'msm-next' of https://gitlab.freedesktop.org/drm/msm.git Stephen Rothwell 4 -11/+13
11 hours Merge branch 'for-linux-next' of git://anongit.freedesktop.org/drm-intel Stephen Rothwell 96 -1351/+2598
11 hours Merge branch 'drm-next' of https://gitlab.freedesktop.org/agd5f/linux Stephen Rothwell 330 -2586/+25424
11 hours Merge branch 'drm-next' of git://git.freedesktop.org/git/drm/drm.git Stephen Rothwell 204 -2074/+6026
12 hours Merge branch 'master' of git://git.kernel.org/pub/scm/linux/kernel/git/herber... Stephen Rothwell 69 -712/+977
12 hours Merge branch 'nand/next' of git://git.kernel.org/pub/scm/linux/kernel/git/mtd... Stephen Rothwell 4 -5/+21
12 hours Merge branch 'mtd/next' of git://git.kernel.org/pub/scm/linux/kernel/git/mtd/... Stephen Rothwell 3 -3/+7
12 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/wire... Stephen Rothwell 290 -7028/+16577
12 hours Merge branch 'master' of git://git.kernel.org/pub/scm/linux/kernel/git/blueto... Stephen Rothwell 29 -3433/+378
12 hours Merge branch 'master' of git://git.kernel.org/pub/scm/linux/kernel/git/klasse... Stephen Rothwell 2 -10/+142
12 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/bpf/... Stephen Rothwell 97 -660/+1779
12 hours Merge branch 'main' of git://git.kernel.org/pub/scm/linux/kernel/git/netdev/n... Stephen Rothwell 798 -11901/+36012
12 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/rdma... Stephen Rothwell 30 -572/+596
12 hours Merge branch 'opp/linux-next' of git://git.kernel.org/pub/scm/linux/kernel/gi... Stephen Rothwell 2 -20/+16
12 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/ulfh/lin... Stephen Rothwell 23 -377/+470
12 hours Merge branch 'cpufreq/arm/linux-next' of git://git.kernel.org/pub/scm/linux/k... Stephen Rothwell 5 -33/+37
12 hours Merge branch 'linux-next' of git://git.kernel.org/pub/scm/linux/kernel/git/ra... Stephen Rothwell 26 -455/+812
13 hours Merge branch 'master' of git://linuxtv.org/mchehab/media-next.git Stephen Rothwell 55 -143/+5256
13 hours Merge branch 'master' of git://linuxtv.org/media_tree.git Stephen Rothwell 123 -2770/+4470
13 hours Merge branch 'docs-next' of git://git.lwn.net/linux.git Stephen Rothwell 36 -149/+3166
13 hours Merge branch 'hwmon-next' of git://git.kernel.org/pub/scm/linux/kernel/git/gr... Stephen Rothwell 64 -155/+6197
13 hours Merge branch 'i2c/i2c-host' of git://git.kernel.org/pub/scm/linux/kernel/git/... Stephen Rothwell 7 -182/+218
13 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/hid/... Stephen Rothwell 6 -87/+500
13 hours Merge branch 'for-next/pstore' of git://git.kernel.org/pub/scm/linux/kernel/g... Stephen Rothwell 4 -8/+39
13 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/pci/pci.git Stephen Rothwell 21 -818/+963
13 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/prin... Stephen Rothwell 7 -138/+419
13 hours Merge branch 'vfs.all' of git://git.kernel.org/pub/scm/linux/kernel/git/vfs/v... Stephen Rothwell 228 -31613/+2779
13 hours Merge branch 'ericvh/for-next' of git://git.kernel.org/pub/scm/linux/kernel/g... Stephen Rothwell 6 -364/+71
13 hours Merge branch '9p-next' of git://github.com/martinetd/linux Stephen Rothwell 2 -6/+5
13 hours Merge branch 'nfsd-next' of git://git.kernel.org/pub/scm/linux/kernel/git/cel... Stephen Rothwell 39 -705/+1448
13 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/fs/fsverity/linux.git Stephen Rothwell 3 -26/+24
13 hours Merge branch 'dev' of git://git.kernel.org/pub/scm/linux/kernel/git/jaegeuk/f... Stephen Rothwell 13 -179/+252
13 hours Merge branch 'for_next' of git://git.kernel.org/pub/scm/linux/kernel/git/jack... Stephen Rothwell 31 -188/+355
13 hours Merge branch 'exportfs-next' of git://git.kernel.org/pub/scm/linux/kernel/git... Stephen Rothwell 6 -33/+15
13 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/tyhicks/... Stephen Rothwell 2 -2/+2
13 hours Merge branch 'for-next' of git://git.infradead.org/users/hch/configfs.git Stephen Rothwell 3 -36/+34
13 hours Merge branch 'for-next' of git://git.samba.org/sfrench/cifs-2.6.git Stephen Rothwell 9 -27/+74
13 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/kdav... Stephen Rothwell 112 -985/+1965
13 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/fs/fscrypt/linux.git Stephen Rothwell 2 -3/+10
13 hours MAINTAINERS: of: Add Saravana Kannan Saravana Kannan 1 -0/+1
13 hours dt-bindings: ufs: qcom: Add SC7180 compatible string David Wronek 1 -0/+2
13 hours dt-bindings: i2c: mux: i2c-demux-pinctrl: Define "i2c-parent" constraints Rob Herring 1 -0/+2
13 hours dt-bindings: i2c: mux: i2c-demux-pinctrl: Drop i2c-mux.yaml reference Rob Herring 1 -1/+0
13 hours dt-bindings: can: fsl,flexcan: add i.MX95 compatible string Peng Fan 1 -0/+3
13 hours Merge branch 'for-next' of https://evilpiepirate.org/git/bcachefs.git Stephen Rothwell 107 -2143/+3224
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/s390... Stephen Rothwell 48 -138/+216
14 hours Merge branch 'riscv-dt-for-next' of git://git.kernel.org/pub/scm/linux/kernel... Stephen Rothwell 8 -4/+274
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/risc... Stephen Rothwell 43 -141/+3445
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/dell... Stephen Rothwell 1 -8/+0
14 hours Merge branch 'renesas-clk' of git://git.kernel.org/pub/scm/linux/kernel/git/g... Stephen Rothwell 12 -53/+504
14 hours Merge branch 'clk-next' of git://git.kernel.org/pub/scm/linux/kernel/git/clk/... Stephen Rothwell 0 -0/+0
14 hours Merge branch 'for-next' of git://github.com/Xilinx/linux-xlnx.git Stephen Rothwell 19 -83/+298
14 hours Merge branch 'ti-next' of git://git.kernel.org/pub/scm/linux/kernel/git/ti/li... Stephen Rothwell 118 -394/+920
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/tegr... Stephen Rothwell 10 -87/+233
14 hours Merge branch 'next' of https://git.linaro.org/people/jens.wiklander/linux-tee... Stephen Rothwell 0 -0/+0
14 hours Merge branch 'sunxi/for-next' of git://git.kernel.org/pub/scm/linux/kernel/gi... Stephen Rothwell 19 -27/+716
14 hours Merge branch 'stm32-next' of git://git.kernel.org/pub/scm/linux/kernel/git/at... Stephen Rothwell 7 -7/+7
14 hours Merge branch 'for-linux-next' of git://git.kernel.org/pub/scm/linux/kernel/gi... Stephen Rothwell 0 -0/+0
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/krzk... Stephen Rothwell 25 -64/+1431
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/mmin... Stephen Rothwell 38 -609/+3267
14 hours Merge branch 'next' of git://git.kernel.org/pub/scm/linux/kernel/git/geert/re... Stephen Rothwell 49 -546/+1271
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/qcom... Stephen Rothwell 166 -1266/+13964
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/tmli... Stephen Rothwell 25 -61/+231
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/gcle... Stephen Rothwell 0 -0/+0
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/medi... Stephen Rothwell 45 -246/+4121
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/shaw... Stephen Rothwell 70 -698/+4522
14 hours Merge branch 'for-next' of https://git.kernel.org/pub/scm/linux/kernel/git/kr... Stephen Rothwell 2 -42/+25
14 hours Merge branch 'next' of https://github.com/Broadcom/stblinux.git Stephen Rothwell 5 -12/+28
14 hours Merge branch 'at91-next' of git://git.kernel.org/pub/scm/linux/kernel/git/at9... Stephen Rothwell 5 -69/+100
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/joel... Stephen Rothwell 8 -266/+2160
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/soc/... Stephen Rothwell 1 -0/+16
14 hours Merge branch 'for-next/perf' of git://git.kernel.org/pub/scm/linux/kernel/git... Stephen Rothwell 26 -158/+178
14 hours Merge branch 'for-next/core' of git://git.kernel.org/pub/scm/linux/kernel/git... Stephen Rothwell 15 -51/+68
14 hours device-dax: make dax_bus_type const Ricardo B. Marliere 1 -1/+1
14 hours Merge branch 'master' of git://git.kernel.org/pub/scm/linux/kernel/git/arnd/a... Stephen Rothwell 0 -0/+0
14 hours Merge branch 'compiler-attributes' of https://github.com/ojeda/linux.git Stephen Rothwell 1 -2/+2
14 hours Merge branch 'perf-tools-next' of git://git.kernel.org/pub/scm/linux/kernel/g... Stephen Rothwell 83 -693/+1639
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/masa... Stephen Rothwell 10 -296/+291
14 hours nvdimm: make nvdimm_bus_type const Ricardo B. Marliere 1 -1/+1
14 hours Merge branch 'mm-everything' of git://git.kernel.org/pub/scm/linux/kernel/git... Stephen Rothwell 365 -5187/+9731
14 hours libnvdimm: Fix ACPI_NFIT in BLK_DEV_PMEM help Peter Robinson 1 -1/+1
14 hours Merge branch 'for-linux-next-fixes' of git://anongit.freedesktop.org/drm/drm-... pending-fixes Stephen Rothwell 11 -48/+116
14 hours Merge branch 'i2c/i2c-host-fixes' of git://git.kernel.org/pub/scm/linux/kerne... Stephen Rothwell 1 -7/+7
14 hours Merge branch 'for-rc' of git://git.kernel.org/pub/scm/linux/kernel/git/jgg/io... Stephen Rothwell 5 -60/+205
14 hours Merge branch 'fixes' of git://git.kernel.org/pub/scm/linux/kernel/git/sre/lin... Stephen Rothwell 1 -0/+1
14 hours Merge branch 'kunit-fixes' of git://git.kernel.org/pub/scm/linux/kernel/git/s... Stephen Rothwell 3 -0/+19
14 hours Merge branch 'riscv-soc-fixes' of git://git.kernel.org/pub/scm/linux/kernel/g... Stephen Rothwell 1 -1/+1
14 hours Merge branch 'hyperv-fixes' of git://git.kernel.org/pub/scm/linux/kernel/git/... Stephen Rothwell 1 -1/+30
14 hours Merge branch 'for-linux-next-fixes' of git://anongit.freedesktop.org/drm-intel Stephen Rothwell 2 -2/+5
14 hours Merge branch 'dt/linus' of git://git.kernel.org/pub/scm/linux/kernel/git/robh... Stephen Rothwell 13 -61/+65
14 hours Merge branch 'fixes' of git://git.kernel.org/pub/scm/linux/kernel/git/viro/vf... Stephen Rothwell 2 -1/+5
14 hours Merge branch 'next-fixes' of git://git.kernel.org/pub/scm/linux/kernel/git/kd... Stephen Rothwell 0 -0/+0
14 hours Merge branch 'fixes' of git://git.kernel.org/pub/scm/linux/kernel/git/cxl/cxl... Stephen Rothwell 15 -176/+257
14 hours Merge branch 'fixes' of https://git.linuxtv.org/media_stage.git Stephen Rothwell 14 -68/+156
14 hours Merge branch 'mtd/fixes' of git://git.kernel.org/pub/scm/linux/kernel/git/mtd... Stephen Rothwell 3 -10/+10
14 hours Merge branch 'fixes' of git://git.kernel.org/pub/scm/linux/kernel/git/vkoul/d... Stephen Rothwell 5 -25/+56
14 hours Merge branch 'master' of git://git.kernel.org/pub/scm/linux/kernel/git/herber... Stephen Rothwell 1 -2/+3
14 hours Merge branch 'char-misc-linus' of git://git.kernel.org/pub/scm/linux/kernel/g... Stephen Rothwell 4 -1/+4
14 hours Merge branch 'fixes-togreg' of git://git.kernel.org/pub/scm/linux/kernel/git/... Stephen Rothwell 17 -16/+58
14 hours Merge branch 'fixes' of git://git.kernel.org/pub/scm/linux/kernel/git/phy/lin... Stephen Rothwell 3 -106/+64
14 hours Merge branch 'usb-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/gre... Stephen Rothwell 6 -12/+2
14 hours Merge branch 'tty-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/gre... Stephen Rothwell 3 -7/+32
14 hours Merge branch 'driver-core-linus' of git://git.kernel.org/pub/scm/linux/kernel... Stephen Rothwell 3 -23/+40
14 hours Merge branch 'for-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/pci... Stephen Rothwell 1 -15/+22
14 hours Merge branch 'for-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/bro... Stephen Rothwell 4 -145/+23
14 hours Merge branch 'for-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/bro... Stephen Rothwell 1 -1/+1
14 hours Merge branch 'for-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/bro... Stephen Rothwell 1 -17/+40
14 hours Merge branch 'for-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/bro... Stephen Rothwell 24 -125/+235
14 hours Merge branch 'for-linus' of git://git.kernel.org/pub/scm/linux/kernel/git/tiw... Stephen Rothwell 3 -2/+22
14 hours Merge branch 'for-rc' of git://git.kernel.org/pub/scm/linux/kernel/git/rdma/r... Stephen Rothwell 14 -31/+69
14 hours Merge branch 'for-next' of git://git.kernel.org/pub/scm/linux/kernel/git/wire... Stephen Rothwell 6 -19/+80
14 hours Merge branch 'master' of git://git.kernel.org/pub/scm/linux/kernel/git/klasse... Stephen Rothwell 2 -2/+2
14 hours Merge branch 'main' of git://git.kernel.org/pub/scm/linux/kernel/git/netdev/n... Stephen Rothwell 65 -257/+398

[next]

generated by cgit 1.2.3-korg (git 2.39.0) at 2024-02-13 11:55:42 +0000

2/13/24, 6:57 AM
Page 1 of 1

Linux-next commit history



All These Code Changes Need Testing

19
https://lwn.net/Articles/853039/

Intel 0-day kernel test robot

• Suite of static and dynamic testing tools

• compile, boot, performance, etc.


• continuously runs on new commits in linux-next

Google syzbot

• syzkaller system call fuzz tester

• continuously tests the kernel

• runs on linux-next, other versions



The Build System Causes 
Blindspots in Testing

20



Code Hidden by the Build System

21

A new bug may only appear 
in some configurations

Configuration options 
determine what’s compiled

Bug here

Configuration-dependent 
bugs not always reachable

Bug not 
reachable

Bug not here



Test Robots Miss Most Code Changes

22

Configuration Patch Coverage

Default 22%

Random 30%

Maximal 89%

10x longer build time 

No runtime testing 

No variation



Test Robots Miss Most Code Changes

23

Configuration Patch Coverage

Default 22%

Random 30%

Maximal 89%

Test robots mostly use 
these configurations



Maximal Testing is Limited

24
https://lwn.net/Articles/853039/

Intel 0-day kernel test robot

• Maximal only for build test

Google syzbot

• Based on default configuration



Key Problem

25

Lots of ways to select configuration files for testing 
but no guarantee that committed changes get built



We Balance Coverage and Build Size

26

Our approach to 
configuration testing 



Build System Turns Configurations into Binaries

27

configuration option 
settings (.config)

kernel binary 
(vmlinuz)

build system



build system

Build System Comprises Several Tools

28

Kconfig Kbuild 
Makefiles

C 
preprocessor

C compiler, 
linker

configuration option 
settings (.config)

kernel binary 
(vmlinuz)



Build System Comprises Several Tools

29

Kconfig Kbuild 
Makefiles

C 
preprocessor

configuration option 
settings (.config)

selected 
source code



Our Approach: krepair

Use program analysis on build system to guide configuraiton testing

30



Our Approach: krepair

31

krepair
old configuration file

updated configuration file
patched code

Fails to build most patches
Builds patches

Hypothesis: Better test coverage

Intel 0-day kernel test robot Google syzbot

Hypothesis: Better test coverage



Use Program Analysis on Build Tools

32

Kconfig Kbuild 
Makefiles

C 
preprocessor

configuration option

settings (.config)

configured and 
preprocessed 
source code

kclause kmax superc

logical constraints on .config files for each file:line



Formally Model Build System Behavior

33

Kconfig Kbuild 
Makefiles

C 
preprocessor

configuration option

settings (.config)

configured and 
preprocessed 
source code

kclause kmax superc

logical constraints on .config files for each file:line

.config file 
constraints

source code 
locations



krepair’s Algorithm

1. Analyze: find patch covering constraints


2. Reduce: remove options preventing patch coverage


3. Repair: re-add only settings that satisfy patch coverage constraints 

34



1) Figure Out Configuration Constraints for the Patch

35

patch coverage 
constraint finder

patch file

constraint solver (z3)

coverage constraints



2) Remove Options Preventing Patch from Building

36

patch coverage 
constraint fi

reduced .config file

.config file reducer

patch fi

constraint solver (z3)

original .config file

coverage 



3) Add Back Settings that Satisfy Constraints

37

patch coverage 
constraint fi

reduced .config file

.confi fi 

patch file

constraint solver (z3)

original .config file

.config file repairer

repaired .config file

coverage 



Evaluation

Can we cover patches without exploding build times?

38



Comparing to Default and Maximal

39



 Check Out the Paper for More

40

https://paulgazzillo.com/papers/fse24.pdf



Next Steps: Improving Fuzzer Coverage

41



42

https://github.com/paulgazz/kmax

https://github.com/paulgazz/kmax


Bugs in the Build System Itself

43

A new bug may only appear 
in some configurations

Configuration options 
determine what’s compiled

Bugs here 
too

Configuration-dependent 
bugs not always reachable



build system

our goal: automatically analyze the build system

44

configuration option 
settings (.config)

kernel binary 
(vmlinuz)

build system

Kconfig Kbuild 
Makefiles

C 
preprocessor

C compiler, 
linker



build system

today’s focus: Kconfig’s unmet dependency bugs

45

configuration option 
settings (.config)

kernel binary 
(vmlinuz)

build system

Kconfig Kbuild 
Makefiles

C 
preprocessor

C compiler, 
linker



kconfig language example

46

config TOUCHSCREEN_ADC
    tristate
    prompt "Generic ADC based touchscreen"
    depends on IIO && INPUT_TOUCHSCREEN
    select IIO_BUFFER_CB

text description for 
the user interface

declaring the option

giving it a type

requires IIO and 
INPUT_TOUCHSCREENautomatically turns on 

IIO_BUFFER_CB

reverse dependency

direct dependency

visibility condition



the unmet dependency bug

47

“select should be used with care. select will force a symbol to a value 
without visiting the dependencies. By abusing select you are able to select 
a symbol FOO even if FOO depends on BAR that is not set. In general use 
select only for non-visible symbols (no prompts anywhere) and for symbols 
with no dependencies. That will limit the usefulness but on the other hand 

avoid the illegal configurations all over”

https://www.kernel.org/doc/html/latest/kbuild/kconfig-language.html



an unmet dependency bug in the wild

48

config TOUCHSCREEN_ADC
    tristate
    prompt "Generic ADC based touchscreen"
    depends on IIO && INPUT_TOUCHSCREEN
    select IIO_BUFFER_CB

config IIO_BUFFER
    bool
    prompt "Enable buffer support within IIO"
    depends on IIO

config IIO_BUFFER_CB
    tristate
    prompt "IIO callback buffer"
    depends on IIO && IIO_BUFFER

IIO_BUFFER_CB 
depends on 

IIO and IIO_BUFFER
TOUCHSCREEN_ADC 

forces on 
IIO_BUFFER_CB 

ignoring dependencies

how to trigger the bug 
disable direct dependencies 
enable reverse dependency 

(this example leads to a build error)



turn “are there unmet dependency bugs?”  
into a Boolean satisfiability problem. 

use an off-the-shelf solver to get an answer

49



we first model Kconfig in symbol logic

50

config TOUCHSCREEN_ADC
    tristate
    prompt "Generic ADC based touchscreen"
    depends on IIO && INPUT_TOUCHSCREEN
    select IIO_BUFFER_CB

config IIO_BUFFER
    bool
    prompt "Enable buffer support within IIO"
    depends on IIO

config IIO_BUFFER_CB
    tristate
    prompt "IIO callback buffer"
    depends on IIO && IIO_BUFFER

50

TOUCHSCREEN_ADC implies IIO and INPUT_TOUCHSCREEN

IIO_BUFFER implies IIO 

IIO_BUFFER_CB implies (IIO && IIO_BUFFER or TOUCHSCREEN_ADC)



we check every select for an unmet dependency 

5151

TOUCHSCREEN_ADC implies IIO and INPUT_TOUCHSCREEN

IIO_BUFFER implies IIO 

IIO_BUFFER_CB implies (IIO or TOUCHSCREEN_ADC)

51

TOUCHSCREEN_ADC and (IIO and INPUT_TOUCHSCREEN) 
and IIO_BUFFER_CB and not (IIO and IIO_BUFFER)

if this formula is ever true, i.e., SAT, 
then an unmet dependency is possible



Integrated into Intel Kernel Test Robot

• kismet: unmet depencnecy bug finder


• 100s of unmet dependency bugs found


• https://lore.kernel.org/all/?q=kismet

52

https://lore.kernel.org/all/?q=kismet
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Other Directions in Our Lab

• Static analysis of all configuration simulatenously (SugarC, Varalyzer)


• Static analysis of build system code (SuperC, kmax, kclause, kismet)


• Improving fuzz testing (krepair, KonfFuzz)


• Translating away from C (Maki, Macroni)
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PhD Students (Past and Present)
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Brent Pappas 
3rd Year PhD

Necip Yildiran 
PhD 2022, Google

Jeho Oh (UT Austin) 
PhD 2022, Apple 

(Co-advised w/Batory)

Sanan Hasanov 
2nd Year PhD



pgazz.com
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Find Out More Here

http://pgazz.com

