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Abstract—In this paper, we define software development
pipeline code attacks; outline a threat model; and analyze
several high-profile attacks.

1. Software Development Pipelines

The software development life cycle defines software
development as a set of distinct phases [1], [2]. A software
development pipeline automates the execution of the phases
of a software development life cycle. Pipeline automation is
often associated with specific development practices, such as
Agile [3], DevOps [4], [5], [6], and Continuous Integration,
Delivery, and Deployment (CI/CD) [7], [8]. The automation
of software development, however, long predates modern
development practices. Make was designed for development
automation, dates to the 1970s [9], and is still used, partic-
ularly in critical systems software [10], [11], [12]. We use
the term software development pipeline, or just pipeline for
short, to refer to the whole range of practices for develop-
ment automation. We use the term pipeline code to mean
the implementation of a software development pipeline.

There are many special-purpose languages and tools for
implementing pipelines [13], [14], [15], [16], [17], [18],
[19], [20], [21], [22] and many third-party services that host
and execute pipelines [20], [23], [24], [25], [26]. But, strictly
speaking, no special languages or platforms are needed to
implement and run pipelines. General-purpose languages
like bash and python are also used in pipeline code [10].
What distinguishes pipeline code from a software product’s
program code is not the implementation language but in
how the language is used. Pipeline code automates software
development practices that produce a software artifact, while
program code ultimately ends up as part the resulting soft-
ware artifact.

To help understand software development pipelines, we
invoke the distinction between programs and processes,
a fundamental concept in operating systems [27]. In the
context of software development pipelines, the pipeline code
is a program, i.e., the set of instructions that automate
development. The process is then the running pipeline code,
which we callt the pipeline execution. The computing system
that runs the pipeline code is the pipeline executor. Figure 1
illustrates the high-level workflow of pipeline code imple-
mentation and execution. Developers write pipeline code 1⃝,
then send it to a pipeline executor to execute the pipeline 2⃝.
The pipeline executes 3⃝ and produces the resulting software
artifacts 4⃝.

2. Pipeline Code Attacks

Pipeline code attacks work by first gaining access to
modify the pipeline code 1⃝ (Figure 1). We call this a mali-
cious change to pipeline code. Attackers have and continue
to use a wide variety of vectors to make malicious changes
to pipeline code, which is the subject of previous taxonomies
that include pipeline attacks [28], [29], [30], [31], [32]. Ac-
cess to pipeline code gives attackers access, albeit indirectly,
to the pipeline executor 2⃝. Third-party platforms providing
CI/CD services protect themselves from outside intrusion
and malicious pipelines through virtualization and network
security [33], [34]. But within that protected boundary, the
running pipeline code is free to access whatever resources
the developer provides it, including source code, software
artifacts, and credentials.

Attackers, therefore, have no need for direct access to
the pipeline executor or sensitive pipeline resources. Instead
they modify the pipeline code to indirectly gain access to
these resources 3⃝, in spite of the protections the platform
provides around the pipeline executor. Attackers can also
alter the resulting software artifacts produced by the pipeline
4⃝, incorporating backdoors or otherwise weakening their

security [35], [36], [37], [38].
Pipeline code, like any program, can be understood as

performing information flow [39], [40], [41], [42]. When
these flows enable an attacker to gain indirect access to
sensitive resources during pipeline execution, we call these
malicious flows. A pipeline code attack is when malicious
changes to pipeline code cause malicious flows in the
pipeline executor. Our understanding categorizes attacks by
these malicious flows and examines the scope of attacks to
which this definition of pipeline code attacks applies.

3. Threat Model

In our threat model, we assume that (1) attackers can
access pipeline code, but (2) they cannot directly access the
pipeline executor.

(1) Insecure pipeline code. We assume the attacker
can modify the pipeline code via any vector, known or
unknown. Therefore, attackers can make or already have
made malicious changes to pipeline code. We do not include
direct access to modify software program code, since it is
not pipeline code and constitutes a different class of attacks.
Moreover, direct access to program code obviates the need
for indirect access to the pipeline executor via pipeline code.
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Figure 1. Pipeline code attacks.

(2) Secure pipeline executor. The attacker does not
have direct access to the pipeline executor itself, although
access to the pipeline code gives them indirect access to
the pipeline executor. Direct access to the pipeline executor
would also obviate the need to modify pipeline code for
indirect access.

This threat model is beneficial, because it does not rely
solely on protecting against the myriad vectors attackers use
to alter pipeline code, which attackers continue to find and
exploit. It aligns with the prevalent practice of using third-
party, virtualized pipeline executors [33], [43] that secure
the machine executing the pipeline but not the behavior of
the code. It reduces the attack surface to only the run-time
behavior of the pipeline code during execution, i.e., the ma-
licious flows. Protecting the run-time pipeline behavior adds
an additional layer of defense on top of existing defenses
against vectors and pipeline executors. Researchers are ac-
tively investigating on techniques to defend against mali-
cious pipeline flows via isolation enforcement [42], [44],
[45], taint analysis [46], [47], and reproducible builds [48],
[49]. Our framing helps researchers understand the scope
of defenses against malicious pipeline flows and how to
categorize which techniques apply to which categories of
attack.

Our threat model differs from those of taxonomies that
focus on the vectors that attackers use to make malicious
pipeline code changes [28], [29], [30], [31], [32]. In contrast,
our threat model assumes these vectors have already been
exploited. It also differs from, but overlaps, the traditional
software supply chain threat models [32]. This model as-
sumes that the attacker cannot directly change the target
software’s pipeline code, e.g., via insider threats, but that
the software’s dependencies can be modified by attacker.
In contrast, our threat model assumes attackers can directly
access pipeline code. But changes to software program code
are out of scope, since it is not pipeline code. However,
supply chain attacks where the pipeline imports and executes
a software dependency’s pipeline code, e.g., dependency
confusion [50], are in scope, since that allows an attacker
to make malicious changes to pipeline code.

4. Real-World Examples

Figure 2 illustrates a typical software development
pipeline [1], [24], [51]. The overall pipeline automator co-

ordinates the phases of the development pipeline, including
build, test, and deploy. Information flows into, out of, and
between the phases. The black arrows between phases in
Figure 2 represent legitimate flows among development
phases. For instance, the build phase reads source code, exe-
cutes a compiler, and writes program binaries; the test phase
reads program binaries and the test files, then runs them;
and the deployment phase reads credentials and uploads the
packaged software to an external server.

Pipeline code attacks, however, exploit the combination
of access to sensitive information and freedom to execute
powerful tools, like shells and scripting languages, to cause
malicious flows during pipeline execution. The red arrows
in Figure 2 represent malicious flows that are caused by
seven high-profile pipeline code attacks. The target plat-
forms and the vectors used in these attacks vary widely.
But by examining the behavior of the pipeline caused by an
attacker’s pipeline code changes, a common theme emerges.
They all cause the pipeline to make unexpected flows of
information that have malicious effects, including credential
theft, software backdoors, and resource theft.

Take the four credential theft attacks, HackerBot-Claw,
CodeCov, CIDER, and xssfox’s. In all four cases, the attack
modifies the pipeline to call curl or similar network-
ing commands to send credentials to an attacker-controlled
server during pipeline execution. Classifying by vector, how-
ever, separates these attacks into distinct categories that each
entail different defense strategies. CIDER and HackerBot-
Claw both use the Direct Pipeline Poisoning Execution
(D-PPE) [52] vector. CIDER was an early demonstration
of the attack by a researcher [53], while HackerBot-Claw
was a malicious autonomous AI agent that stole credentials
from numerous high-profile repositories, including those for
Trivy, Microsoft, DataDog, and others [54].

D-PPE attacks work by first forking the target repository
then modifying the forked copy of the CI/CD pipeline
configuration file. Next the attacker makes a pull request
that triggers execution of the modified CI/CD pipeline of the
target repository. The pull request securely passes developer
credentials to CI/CD pipeline executor, which is hardened
against intrustion, to access the source repository. The mali-
cious pipeline code instructs to pipeline executor to read and
send these credentials to the attacker during execution. One
defense strategy for D-PPE is to review changes to pipeline
configuration file before allowing execution [52]. But xssfox
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Figure 2. Several examples of pipeline code attacks and their malicious flows.

introduced a variation, called Indirect PPE (I-PPE) [52], [55]
that modifies a deployment script called by the pipeline,
circumventing reviews of the pipeline configuration file.
Figure 2 illustrates this distinction by sourcing xssfox’s
credential theft flow from the deploy phase instead.

For both types of PPE, defense recommendations include
limiting who is permitted to trigger the CI/CD pipeline.
But this strategy only applies to public CI/CD pipelines
for open-source software. In contrast, the CodeCov attack
exfiltrated developer without making pull requests. CodeCov
is a popular tool for measuring code coverage during testing
that developers configured their pipelines to automatically
download and run during the testing phase. [56]. Instead
of targeting individual developers, attackers targeted the
CodeCov tool itself. Attackers extracted credentials to the
site hosting the CodeCov script from a public docker image
and modified it to include a call to curl [57] to send cre-
dentials to an attacker-controlled server. As a consequence,
thousands of credentials were exfiltrated, and hundreds of
customer sites were breached [58].

Defenses for PPE attacks are orthogonal to those for
CodeCov’s vector, which involve traditional credential man-
agement and validitation recommendations [59], [60], [61],
[62] rather than CI/CD access permissions. But the behavior
of the malicious pipeline code shares similarities that cross-
cut the different vectors. They all cause an unpermitted
flows of credentials from the pipeline executor to an ex-
ternal server. Enforcing flow permissions would prevent the
negative effects of attacks [42], [45], [46], even if an attack
can successfully exploit a vector to modify the pipeline
code. Understanding attacks as malicious flows through the
pipeline executor can help identify common defenses that
apply to all pipeline executions, independent of the specifics
of the pipeline’s implementation or platform.

Explaining attacks by their malicious flows also broad-
ens the scope of pipeline code attacks. Attacks that appear
distinct, because they involve vectors or different outcomes,
become variations of the same problem: the pipeline code
causes flows that violate access permissions during execu-
tion. For instance, the XZ Utils attack resulted in an SSH
server backdoor in the testing release of Debian [63], one
of the most widely-used Linux distributions. The XZ Utils
attack was deployed via malicious changes to its pipeline

code. But XZ Utils pipeline does not use a CI/CD service,
making traditional CI/CD vectors inapplicable. The attackers
instead made publicly-visible commits of malicious back-
door code hidden as compression test files [63], [64], [65].
The attackers then used social engineering tactics to make
changes to the build phase the pipeline to unpack and link
the malicious code into the XZ Utils library [66], [67].
Those building from source, e.g., the Debian maintainers,
unwittingly ran the malicious pipeline, resulting in an XZ
Utils library binary that contained the SSH backdoor.

At first glance, XZ Utils appear very different from the
previously-described CI/CD attacks: XZ Utils does not use
a CI/CD service, and the attackers used different vectors.
While XZ Utils has no official CI/CD pipeline, it still has a
pipeline, albeit implemented with autotools and Makefiles
and run by whomever wants to build the software from
source. But XZ Utils’s similarity to CI/CD pipeline attacks
can be seen in the malicious flows caused by the attack. The
malicious pipeline code causes the build phase to read test
files while compiling and linking source code, shown by the
red arrow from test phase to build phase in Figure 2, atypical
behavior for a build phase. Recent work demonstrates that
restricting the build phase’s permissions when running the
malicious XZ Utils pipeline prevents the attacks [42].

Framing pipeline code attacks as malicious flows during
pipeline execution reveals their similaries and helps identify
common defenses, such as enforcing access permissions.
Like XZ Utils, the SolarWinds SUNBURST attack lever-
aged the development pipeline to insert a backdoor, albeit
using a completely different vector from XZ Utils to change
the pipeline. One of the largest attacks ever at the time,
hundreds of government agencies and corporations were
affected [36], [68], [69]. Attackers gained access to the
build system of the Orion software, likely through weak
passwords [70]. The build system was modified to insert
backdoor code into the source code [71], [72], yet another
kind of malicious flow during pipeline execution.
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